Learn How To Effectively Use
Webhooks For Email Delivery

Mailgun Google Hangout Series
September 274 2015




Agenda

What are webhooks and why use them?
Defining events and parameters
Securing webhooks

Setting up webhooks

Use case by persona: Developer & User
Experience
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One email, many possible

events...




Upcoming Google Hangout: How to Use Webhooks
From: Angela from Mailgun Add to Contacts

Sent: Tue, Aug 18, 2015 at 3:32 pm

To:

@

Come Learn About Webhooks.

Was the email successfully
delivered? Or did it fail?

Did the email bounce? And was

it a soft bounce or a hard Hi Angela,

?
bounce. In this hangout, Chris Hammer, Email Expert at Mailgun, will introduce

webhooks and demonstrate what they can do for email senders like you and
how you can deploy them.

If delivered, did the recipient

l’h ,17 When: Wed, Sep 2nd @ 11am PST / 1pm CST / 2pm EST
open ine email:

What: 20 min presentation, 30 min Q&A

o o o . . o Topic: Learn How To Effectively Use Webhooks For Email Delive
Did the recipient click within P Y v

ﬂ’l e ema l l? Submit your questions early!

Register Now
Did the recipient unsubscribe?

Unsubscribe from future Mailgun announcements.



Lots of emails, lots of parameters
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Common Parameters

Event

Recipient

Message Headers

Sending Domain

Recipient 1identifying details
(country, device, email client,OS)




Setting up Webhooks

. Choose the desired data.
. Set up the URI.

. Create scripts to capture data.

. Finally, fill 1n the URI in the Mailgun
panel for Mailgun to deliver this
information to.




Securing Webhooks

A receiving URI must be public, so
webhooks should be secured with a
signature, time stamp and token to
create a hash map using an API key to
verify that the data 1s coming from the
developer's ESP.




If you are a Mailgun customer,

When an event occurs, we will send data
about the event to the webhook URL you
specify in the Mailgun panel.

The data sent can be found at:

https://documentation.mailgun.com/
user_manual.html#tracking-messages




@mailgun

Webhooks

voxcreator.com

Domains

Mailing Lists Logs

1= NI - B - B - DR - R - B -

Event

Delivered messages

Dropped messages

Hard bounces

Spam complaints

Unsubscribes

Clicks

Opens

Routes

Tracking Campaigns Suppressions

URL

https://txfOyidmc906.runscope.net/delivered

https://txfOyidmc906.runscope.net/dropped

https://txfOyidmc906.runscope.net/bounced

https://txfOyidmc906.runscope.net/complaint

https://txfOyidmc906.runscope.net/unsubscribe

https://txfOyidmc906.runscope.net/click

Webhooks

TRACK EVENTS WITH WEBHOOKS

Mailgun can notify you of events by
sending an HTTP request to a webhook
URL you define.

= Webhooks documentation
= How do webhooks work?

= Debug webhooks with Postbin




Use cases

» Tracking what happens to your emails
(Developer)

» Tracking recipient engagement of your
emails (User Experience)




Use case for the Developer

I want to capture
bounce requests.

https://devcenter.heroku.com/articles/ getting-started-with-python-
o#tspecify-dependencies-with-pip




Sample to catch bounce requests

= bouncewebhook.py UNREGISTERED

bouncewebhook.py

flask Flask
flask request
requests
werkzeug secure_filename
app - Flask(__name__)

@app. route( ' /bounced', methods=['GET', 'POST'])
def tracking():
request.method 'POST':
f = request.files['attachment-1']
d = request.form['message-headers']
filename - secure_filename(f.filename)
f.save( '/tmp/' + filename)
requests.post(
"https://api.mailgun.net/v3/YOUR_DOMAIN_NAME/messages",
auth=("api", "YOUR_API_KEY"),
files=[("attachment", open('/tmp/' + filename))l],
data={"from": "Uh oh <bounced@YOUR_DOMAIN_NAME>",
"to": "YOU@YOUR_DOMAIN_NAME",
"subject": "Your message bounced",
"text": "The attached message bounced. Here are the headers:" + d})
oK™

__name__ '_main__':4
app.run(host='90.0.0.0', port=3388, debug=True)

Line 24, Column 28 Tab Size: 4




onfigure bounce webhook 1n

@ @ / @ Webhooks - Mailgun ® \ +

(- @& https://mailgun.com/app/webhooks/genericdomain.com c

(&) Most Visited ~ [ | Getting Started | | InsideRack Racker Map | | The REC Rackspace Wiki Racker GPS CORE {_: RackerApp Hunt Groups | »

Support Documentation (&' Chris Hammer, chris.hammer@rackspace.com v

@moilgun Domains Mailing Lists Logs Routes Tracking Campaigns Suppressions Webhooks

Webhoo kS TRACK EVENTS WITH WEBHOOKS

Event Mailgun can notify you of events by
sending an HTTP request to a webhook

o Delivered messages URL you define.

genericdomain.com

= Webhooks documentation
o Dropped messages https://infinite-dawn-7491.herokuapp.com

= How do webhooks work?
/bounced

= Debug webhooks with Postbin

Dropped messages
‘infinite-dawn-7491.herokuapp.com/bounced
Test Webhook:

Message: OK

Set Webhook URL Cancel




Check Heroku logs to see status
of your request

¢ IMPLIMGDY30:helloflask chrid4669% heroku logs --tail -n 10

HLE EO-01T20:37:42.902655+00: 00 herokul[api]: Deploy 439aeb8 by chris@voxcreato
r.COom
2015-09-01T20:37:42,9¢C 3+O0:00 herokul[api]: Release v17 created by chris@v
reator.com
2015-09-01T20:44:28.474549+00: 00 heroku[web.l]: State changed from down to star
ting
2015-09-01T20:44:33,82 heroku[we .1]: Starting process with command
gunicorn webhook:app --1H*-T11c
2015-09-01T20:44: 36, 221 web ., v [2015-09-01 20:44:36 +0000]
NFO] Listening at: http': 0.0.0,0:20333 (3)
2015-09-01T20:44:36,239672+00:00 app[web.1l]: [2015-09-01 20:44:36 +0000]
NFO] Booting worker with pid: S
2015-09-01T20:44:36,227113+00:00 app[web.1l]: [2015-09-01 20:44:36 +0000]
NFO] T ZUNT
2015-09-01T20:44:36,228344+00: 00 app[web.1l]: [2015-09-01 20:44:36 +0000]
NFO] Using worker: sync
2015-09-01T20:44:36,305760+00: 00 app[web.1]: [2015-09-01 20:44:36 +0000] [1lO] |
INFO] Booting worker with pid: 10

2015-09-01T20:44: 37, 572027+00:00 heroku[web.l]: State changed from starting to
up

] : ~ v roku | at=info method=FOST path="/bou

nced" host=infinite-dawn-7491.herokuapp.com IHQHH st _1d=84142a5e-62T6-4a90-595e-
134d71bd26e8 fwd="173.203.37.68" dyno=web.l connect=2ms service=167ms status=20
0 bytes=1l6l




Check your email!

Your message bounced Inbox  x

Uh oh <bounced@voxcreator.com> @ 3:45 PM (2 minutes ago)
tome |~

The attached message bounced. Here are the headers:[["Received"”, "by luna.mailgun.net with SMTP mgrt 8755546751405; Fri,
03 May 2013 19:26:59 +0000"), ["Content-Type", ["'multipart/alternative”, {"boundary": 2304 1bcdfae54aafb801a8da0283af85"}]],
["Mime-Version", "1.0"], ["Subject", “Test drop webhook"], ["From", "Bob <bob@genericdomain.com>"], ["To", "Alice
<alice@example.com>"], ["Message-Id", "<20130503192659.13651.20287 @genericdomain.com>"], ["List-Unsubscribe", *
<mailto:u+nabtmy3egedtgnldmyytqojamfsdembyme3tmy3chadwcndbgaydayrgoibwszdpovrhiSdinfzw63tfmv4gs43uom
stimdhnvaws3bomnxw2jtuhustegigmagbtm@genericdomain.com>"], [*X-Mailgun-Sid", "WylwNzI5MClIs|CJpZG91YnR0aGlzb2
51ZXhpc3RzQGdtYWIsLmNvbSIsICI2110="], ["X-Mailgun-Variables", "{\"my_var_1\": \"Mailgun Variable #1\", \"my-var-2\":
\"awesome\"}"], ["Date", "Fri, 03 May 2013 19:26:59 +0000"), ["Sender", "bob@genericdomain.com"]]
http://email.voxcreator.com/u/eJwdy8E OWiAMANCvGUdSWIjaQwS8-CqvFkThJcBo X-O7v6u2zcRCV4RUQCAhSJLXKMIQIQrQ
kuESPjaSnmNGGOfYtTazbEwmIJXF250AW22E6Ck7h6m2z 783aP2--31-MdTF7x8ATd_IVA

\

Message headers

Capturing the MIME from
the bounce webhook data

B message.mime ' <




Use case (User Experience)

‘% - I want to Enow how

engaging my emails
are by capturing clicks.

-




Sample to catch clicks

clickwebhook.py UNREGISTERED

clickwebhook.py

flask Flask
flask request
requests
keen

keen.project_id = "Enter_project_id"
keen.write_key = "Enter_write_key"
keen.read_key - "Enter_read_key"

app - Flask(__name__)
@app. route('/clicked', methods=['GET', 'POST'])

def tracking():
request.method 'POST':
t = request.form["timestamp"]
url = request.form["url"]
ip = request.form["ip"]
data = {"t": t, "url": url, "ip": ip}
keen.add_event("Clicks", data)
200"
__name__ '_main__":
app.run(host='0.0.0.0', port=3388, debug=True)

Line 13, Column 1 Tab Size: 4




onfigure click webh
Mailgun

Delivered messages . . URL you define.
genericdomain.com Not ¢

= Webhooks documentation
Dropped messages https://infinite-dawn-7491.herokuapp.com [ S e e e
/bounced

= Debug webhooks with Postbin
Hard bounces
Spam complaints

Unsubscribes

https://infinite-dawn-7491.herokuapp.com

Clicks
o : /clicked

For the Clicks webhook to work you need to add a CNAME to your DNS as outlined in your domain
settings AND .

Clicks
https://infinite-dawn-7491.herokuapp.com/cl
Tes K

Message: 200

Set Webhook URL




Check Heroku logs to see status
of your request

®@ 00 helloflask — ruby — 101x21

v JMPLLMGDY30: helloflask chrid669% heroku logs --tail -n 10
2015-09-02T01:47:23.11749 heroku[web.1l]: Process exited with status 0
2015-0 g 5 1,1]: Unidling
2015-09-02 0705, 43¢ 10:00 heroku[web.1l]: State changed from down to starting
2015-09-02TO2:07:10,445132 1, 1] Starting s with command gunicorn webhook:app -
-log-file=-"
2015-09-02TR2:07:13.852833+00:00 app([web.1]: [2015-09-02 02:07:13 +0000] [3] [INFO] Starting gunicorn

9-02TE2:07:13.861246+00:00 app[web.1l]: [2015-09-02 02:07:13 +0000] [3] [INFO] Using worker: syn

[2015-09-02 02:07:13 +0000) [9] [INFO] Booting worker wi
th pid: 9
2015-09-02TO2:07:13.854060+00: 00 app[web.1l]: [2015-09-02 02:07:13 +0000] [3] [INFO] Listening at: htt

p9-02T2:07:13. (00 app[web.1l]: [2015-09-02 02:07:13 +0000] [10] [INFO] Booting worker w
ith pid: 10
2015-09-02T02:07:14, 30 7 heroku[web.1l]: State changed from starting to up
2015-09 H O 12383+00:00 heroku[router]: at=info method=POST path="/clicked" host=infinite-da
wn-7491 . herokuapp.com request_id=3aflcf0d-aa2d-4083-535e-cdlafecc3d4d3 fwd="173,203.37.70" dyno=web.l
t=1lms service=249ms status=200 bytes=162
0




Keen.10
https://elements.heroku.com/
addons/keen

A Docs Support ~ Project Settings Explorer Saved Queries

Create a new query i= Browse Metric

Event Collection
Clicks

Q Preview collections

Analysis Type

count_unique
</> Embed

Target Property (required)
ip

Timeframe

this S 4 days
The last 14 day including the current day.

Q@ Timezone: UTC




Resources used

Mailgun
Heroku
Keen.1o

Articles recommended to read:




